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Abstract
Smart city traffic operations require learning from data generated by multiple cities agencies
and sensing platforms under strict privacy and latency constraints. Centralized training is
impractical due to regulatory limits bandwidth cost and operational risk while existing fed-
erated learning methods struggle with cross domain shift real time data streams and static
privacy control. This paper proposes a privacy preserving cross domain federated learning
framework for real time traffic anomaly detection that integrates federated transfer learn-
ing adaptive differential privacy and streaming model updates within a unified architecture.
Regional clients train locally on UAV and UGV sensor or video data and share privacy con-
trolledmodel updates for global aggregationwithout exposing raw data. A domain adaptation
mechanism enables zero shot generalization to new cities with unseen traffic patterns while
an adaptive privacy budget dynamically balances data sensitivity trust level and update fre-
quency against model utility. Online inference and incremental learning support early detec-
tion of congestion incidents and abnormal traffic events under live traffic streams. The cross-
city traffic deployment scenario drives the architectural design, and experimental assessment
under controlled non-IID federated conditions shows increased learning performance and
resource efficiency compared with the studied federated baselines.

Keywords: Privacy preserving, Machine learning, Real time anomaly detection, Intelligent
transportation systems.
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1. INTRODUCTION

Urban traffic systems generate continuous data streams from heterogeneous sources including road-
side sensors UAVs and UGVs. These data are critical for congestion monitoring incident detection
and real time operational decision making. Centralized learning approaches require large scale
data transfer and expose sensitive mobility patterns which conflicts with privacy regulations and
operational constraints. As a result centralized training remains difficult to deploy in real city scale
environments.

Federated learning enables collaborativemodel trainingwithout raw data sharing by keeping data lo-
cal and exchangingmodel updates only. It has been thoroughly researched in a variety of application
fields and has become a viable, privacy-conscious substitute for centralized and distributed learning
[1]. Federated learning facilitates collaboration across several agencies or regions while limiting
data exposure and bandwidth consumption in smart city scenarios. However, the usefulness of
traditional federated learning for real-time traffic monitoring is limited since it relies on reasonably
stable data distributions and frequent batch updates.

Cross silo federated learning extends the federated paradigm to settings with a small number of
reliable participants such as cities institutions or organizations. This setting is well aligned with
inter city collaboration but still suffers from slow adaptation under non IID data and limited support
for streaming or real time updates [1]. In addition most existing approaches rely on static privacy
budgets which either degrade model accuracy unnecessarily or fail to protect sensitive data when
data importance and trust levels vary over time.

To reduce communication overhead several communication efficient federated optimization meth-
ods have been proposed. Federated Block Coordinate Descent introduces multiple local updates
over vertically partitioned features before synchronization and achieves significant communica-
tion savings [2]. Despite these advantages such methods are designed for batch learning on static
datasets. They do not address cross domain shift across cities nor the requirements of real time
anomaly detection.

Recent studies have applied federated learning to intelligent traffic monitoring systems demonstrat-
ing improvements in privacy protection communication efficiency and energy management [3].
However, most methods do not offer continuous learning from real-time data streams and usually
concentrate on offline training cycles with fixed objectives or incentive mechanisms. Dynamic
privacy control and zero shot adaptability to new cities are yet mostly unexplored.

In order to fill these shortcomings, this paper suggests a cross-domain federated learning system
for real-time traffic anomaly detection that preserves privacy. To enable continuous learning across
cities without exchanging raw data, the architecture incorporates streaming model updates, feder-
ated transfer learning, and adaptive differential privacy. The suggested method allows zero shot
deployment in new areas while preserving real-time detection performance under stringent privacy
restrictions by fusing domain adaptation with adaptive privacy management.

The main contributions of this work are summarized as follows:
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• we provide a cross-domain federated learning system that protects privacy for real-time traffic
anomaly detection across several smart cities without exchanging raw traffic data.

• we combine streaming federated updates, adaptive differential privacy, and federated transfer
learning into a single architecture to enable continuous learning in diverse traffic environments

• we present a common encoder and city-specific anomaly detection heads to facilitate efficient
cross-city knowledge transfer while maintaining local traffic features.

• We design an adaptive privacy technique that improves the privacy-utility trade-off by dynami-
cally modifying the privacy budget based on data sensitivity, trust level, and update frequency.

• we design a federated learning approach that is communication-efficient and shares only pro-
tected transferable representations to minimize communication overhead without sacrificing
model performance.

• we show that the suggested framework outperforms representative federated learning base-
lines in terms of accuracy, scalability, and resource efficiency through comprehensive simu-
lations.

It is important to distinguish this work’s contribution from suggesting a new stand-alone federated
optimizer or differential privacy technique. The system-level articulation of cross-domain transfer,
adaptive privacy management, and streaming federated updates as a coordinated learning process
are what make it new. In particular, the system breaks down each regional model into a private
city-specific detection head and a globally transferable encoder. Local heads maintain domain-
specific behavior, whereas only clipped and privacy-perturbed encoder updates take part in global
aggregation. This division restricts the information disclosed during federation and combines local
expertise with cross-domain knowledge sharing. Additionally, rather of repeatedly processing the
entire historical dataset, the framework works with recent streaming windows. The joint opera-
tional formulation of transfer, privacy adaptation, local specialization, and streaming updates for
heterogeneous cross-domain federated systems is thus the contribution.

Technically, the suggested system is different from traditional full-model federated aggregation in
that it keeps domain-specific detection heads locally while limiting global exchange to the trans-
ferable encoder. Therefore, rather than affecting the entire client model, privacy perturbation is
applied to the shared representation update. This parameter separation is coupled with streaming-
window optimization and a privacy controller whose degree of protection is determined by update
frequency, sensitivity, and trust. Instead of replacing FedAvg, differential privacy, or transfer
learning separately, the resultant contribution is a coordinated cross-domain federated formulation.

2. RELATEDWORK

Motivated by privacy preservation and regulatory compliance, federated learning has arisen as
a decentralized learning paradigm that allows collaborative model training without sharing raw
data. According to early research, statistical heterogeneity, communication overhead, and privacy
leakage are the main obstacles to federated learning [1, 4]. By permitting many local updates
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prior to aggregation, Federated Averaging (FedAvg) improved communication efficiency in sample-
partitioned environments and established a common baseline [5]. FedAvg experiences reduced
convergence for non-IID data and heterogeneous systems, according to subsequent analyses [6, 7].

Situations with a small number of reliable and consistent participants, like hospitals, businesses,
or local authorities, are addressed by cross-silo federated learning. Although this configuration is
consistent with inter-city smart transportation systems, it still uses static objectives and synchronous,
round-based optimization [1, 8]. Because of this, cross-silo FL is not very flexible when it comes
to changing data distributions and domain changes that are typical of real-world traffic situations.

In federated optimization, communication efficiency continues to be a key area of study. In addition
to FedAvg, methods like variance-aware local updates and proximal federated optimization seek to
stabilize training under heterogeneity [6, 9]. Distributed coordinate descent and block coordinate
descent techniques decouple optimization across feature subsets in vertically partitioned or feature-
partitioned contexts [10, 11]. These concepts are extended to privacy-aware collaborative learning
by Federated Block Coordinate Descent (FedBCD), which allows for numerous local block updates
with lower synchronization frequency and theoretical convergence guarantees [2]. FedBCD as-
sumes batch learning on static datasets and ignores real-time inference and streaming data, despite
its communication efficiency and support for federated transfer learning.

Using secure aggregation and cryptographic methods, privacy protection in federated learning has
been thoroughly investigated. Although they prohibit the publication of individual updates, secure
aggregation techniques have significant computational and communication cost [12]. Although
secure multi-party computation and homomorphic encryption offer robust privacy guarantees, they
are frequently unsuitable for latency-sensitive applications [13, 14]. Although previous research
demonstrates that fixed privacy budgets cause needless accuracy erosion in long-running or con-
tinuously updated systems [15, 16], differential privacy provides formal privacy guarantees by
disturbing updates or gradients.

Federated transfer learning has been suggested as a solution to participant cross-domain variability
and limited data overlap. Early research shows that it works well in situations where there are few
labels or mismatched feature spaces [2, 17]. However, the majority of current approaches rely on
offline training and episodic knowledge transfer, which restricts their use in dynamic settings.

Recently, intelligent transportation and traffic monitoring systems have used federated learning.
Using car, roadside, UAV, and UGV data, previous research investigates FL-based traffic flow
prediction and anomaly detection, showing better privacy protection and lower communication costs
as compared to centralized methods [18, 19]. In order to increase convergence speed and energy
efficiency in air-ground traffic monitoring systems, more recent research incorporates Bayesian
prediction, client selection, and incentive mechanisms [3]. However, these methods do not offer
zero-shot deployment across cities, adaptive privacy control, or continuous learning; instead, they
mainly concentrate on offline or episodic training.

Strong foundations in federated optimization, cross-silo collaboration, communication efficiency,
privacy preservation, and traffic monitoring are provided by existing research. Nevertheless, cross-
domain shift, real-time streaming data, and dynamic privacy constraints are still difficult to jointly
handle with present approaches. By combining federated transfer learning, adaptive differential
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Table 1: Qualitative comparison between representative existing studies and the proposed framework

Method Cross-
domain
adaptation

Privacy
mechanism

Streaming
/ real-time
FL

Traffic
anomaly
detection

Communication
efficiency

Zero-shot
transfer

Main limitation

FedAvg [5] No Basic
federated
training

No No Moderate No Sensitive to non-IID data and
not designed for cross-domain
real-time traffic settings

Local SGD [6] No Basic
federated
training

No No High No Improves communication ef-
ficiency but does not address
privacy adaptation or cross-
city deployment

FedProx [9] No Basic
federated
training

No No Moderate No Improves robustness under
heterogeneity but still assumes
static batch learning

Cross-silo FL frameworks
[1, 8]

Limited General
FL privacy
support

No No Moderate No Supports stable institutional
collaboration but lacks ex-
plicit real-time and anomaly-
aware mechanisms

FedBCD [2] Partial No raw data
or model pa-
rameter shar-
ing

No No High Limited Designed for feature-
partitioned batch optimization
rather than live traffic streams

Federated transfer learning
[2, 17]

Yes Depends on
implementa-
tion

No No Moderate Partial Handles domain mismatch but
is typically studied in offline
settings

Secure aggregation based
FL [12]

No Secure aggre-
gation

No No Moderate No Provides stronger privacy
with added communication
and computation overhead

Differentially private FL
[15, 16]

No Differential
privacy

No No Moderate No Fixed privacy budgets can de-
grade utility in long-running
learning systems

Traffic flow FL [18] Limited FL-based
privacy
preservation

Limited No Moderate No Focuses on traffic prediction
rather than anomaly detection
and cross-city adaptation

Privacy-preserving traffic
monitoring FL [19]

Limited Privacy-
preserving
FL

Limited Partial Moderate No Does not incorporate adaptive
privacy control or streaming
federated updates

Energy-efficient traffic
monitoring FL [3]

No FL-based
privacy
preservation

Partial Partial High No Focuses on client selection
and incentives rather than
transfer learning and adaptive
privacy

Proposed method Yes Adaptive
differential
privacy

Yes Yes High Yes Unifies cross-domain
transfer, adaptive privacy
control, and real-time
anomaly detection for
operational smart city
traffic systems

privacy, and streaming federated updates into a single framework for real-time traffic anomaly
detection across cities, this work expands upon these baselines.

The key distinctions between representative previous research and the suggested framework are
outlined in TABLE 1. Cross-domain transfer, real-time streaming updates, and adaptive privacy
control are not addressed by early federated techniques like FedAvg, Local SGD, and FedProx,
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Figure 1: A cross-domain federated learning architecture that protects privacy is suggested for real-time traffic anomaly detection. Every
city uses multimodal traffic data for streaming local training, applies adaptive differential privacy prior to upload, and communicates
only protected updates of the shared representation. For continuous real-time anomaly detection, the coordination server transmits the
updated representation after compiling shared information among cities.

which primarily focus on communication-efficient decentralized optimization [5, 6, 9]. Cross-
silo federated learning provides a suitable collaboration setting for smart city agencies, yet exist-
ing frameworks remain largely round-based and static [1, 8]. FedBCD improves communication
efficiency in feature-partitioned scenarios and supports collaborative learning without raw data
exchange, but it is still designed for batch learning rather than live anomaly detection [2]. In intelli-
gent transportation applications, prior works on traffic-focused federated learning improve privacy,
energy efficiency, and client participation, but they do not jointly support cross-city adaptation,
adaptive privacy budgeting, and continuous learning from live streams [3, 18, 19]. In contrast, the
proposed method integrates cross-domain federated transfer learning, adaptive differential privacy,
and streaming federated updates in a unified framework, enabling zero-shot generalization across
cities and real-time traffic anomaly detection under operational constraints.
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The comparison shows that the suggested framework’s uniqueness is not predicated on any one
element alone. Federated optimization is addressed by FedAvg and FedProx, communication-
efficient collaborative optimization is emphasized by FedBCD, domain mismatch is addressed by
federated transfer learning, and information is protected by differentially private FL. Additionally,
application-specific cooperation is addressed in traffic-oriented FL studies. The suggested approach
combines streaming-window learning, adaptive protection of shared updates, private domain-specific
heads, and transferable shared representations to address the confluence of these criteria. Therefore,
rather than implying that the various constituent processes are themselves newly introduced, the
comparison should be understood at the architectural and operational levels.

3. PROPOSED ARCHITECTURE AND SYSTEMMODEL

This section describes the system architecture and the operational model of the proposed framework
for privacy-preserving cross-domain federated learning in real-time traffic anomaly detection. The
framework integrates cross-silo federated learning, federated transfer learning, adaptive differential
privacy, and streaming data processing to enable collaborative traffic monitoring across multiple
cities without exposing raw data.

3.1 System Architecture

The proposed architecture consists of multiple regional traffic monitoring nodes connected through
a federated coordination server. Each region represents a traffic authority or smart city control center
that collects traffic observations from heterogeneous sensing platforms including roadside cameras,
UAVs, UGVs, and IoT traffic sensors. Instead of sharing raw traffic data, each region performs
local training and periodically exchanges privacy-preserving model updates with the global server.
FIGURE 1 illustrates the architecture of the proposed system. The architecture consists of four main
layers:

1) Data Acquisition Layer. Road cameras, car sensors, UAV surveillance feeds, and ground-based
mobile sensors are just a few of the diverse sensing sources fromwhich traffic data is regularly gath-
ered. These sources produce multimodal streams that include ambient signals, vehicle trajectories,
traffic density measures, and video frames. Every participating city or organization keeps their data
locally.

2) Local Learning Layer. A local anomaly detection algorithm that learns from locally observed
traffic patterns is kept up to date by each regional node. Deep neural networks or hybrid architectures
that can handle spatiotemporal traffic data may be used in themodel. Batches of incoming streaming
data are used for local training. In order to identify anomalous traffic behavior, such as spikes in
traffic, collisions, or strange vehicle movements, the local model extracts traffic representations.

3) Federated Coordination Layer. Using a federated aggregation method akin to federated av-
eraging, a global coordination server compiles model changes from participating areas. A global
model that depicts common traffic patterns among cities is created during the aggregation stage. To
enhance local model performance while maintaining data locality, the global model is subsequently
redistributed to each participant.
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4) Privacy and Adaptation Layer. Adaptive differential privacy is used to safeguard sensitive
mobility data in model changes. The sensitivity of the local dataset, participant trust, and update
frequency all influence the privacy budget’s dynamic adaptation. This layer also includes a cross-
domain adaptation module that enables knowledge transfer between cities with different traffic
distributions.

3.2 System Model

Consider a federation of𝐾 participating regions or cities. Each region 𝑘 maintains a local dataset 𝐷𝑘
consisting of traffic observations collected from local sensing infrastructure. The data may include
heterogeneous modalities such as sensor measurements, video features, and mobility statistics. Let
𝐷𝑘 = {(𝑥𝑘𝑖 , 𝑦𝑘𝑖 )}

𝑛𝑘
𝑖=1 denote the local dataset at region 𝑘 , where 𝑥

𝑘
𝑖 represents the traffic observation

and 𝑦𝑘𝑖 represents the anomaly label or target signal. Due to privacy and regulatory constraints, the
raw datasets {𝐷𝑘} cannot be shared among regions. The goal of federated learning is to collabora-
tively train a global model with parameters 𝑤 that minimizes the overall loss across all regions

min
𝑤
𝐹 (𝑤) =

𝐾∑
𝑘=1

𝑛𝑘
𝑛
𝐹𝑘 (𝑤) (1)

where 𝑛 =
∑𝐾
𝑘=1 𝑛𝑘 and 𝐹𝑘 (𝑤) denotes the local objective function for region 𝑘

𝐹𝑘 (𝑤) =
1
𝑛𝑘

𝑛𝑘∑
𝑖=1

ℓ(𝑤; 𝑥𝑘𝑖 , 𝑦
𝑘
𝑖 ) (2)

Here ℓ(·) represents the anomaly detection loss function such as cross-entropy or reconstruction
error depending on the detection model. During training, each regional client performs local updates
using its private dataset and periodically sends model updates to the central aggregator. Let 𝑤𝑡
denote the global model at communication round 𝑡. Each client updates its local parameters through
several local iterations

𝑤𝑡+1
𝑘 = 𝑤𝑡 − 𝜂∇𝐹𝑘 (𝑤𝑡 ) (3)

where 𝜂 is the learning rate. The server aggregates the local updates to obtain the new global model

𝑤𝑡+1 =
𝐾∑
𝑘=1

𝑛𝑘
𝑛
𝑤𝑡+1
𝑘 (4)
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3.3 Cross-Domain Transfer Learning

Due to variations in infrastructure, vehicle behavior, sensing conditions, and environmental factors,
traffic patterns fluctuate significantly between cities. The suggested system uses federated transfer
learning to overcome this difficulty. A domain-specific adaption layer and a shared representa-
tion layer are featured in every local model. While the domain-specific layer learns geographi-
cal variances, the shared representation retains common traffic features. The model may transfer
knowledge from previously trained cities to newly participating locations thanks to this approach.
Consequently, zero-shot or few-shot deployment in new cities is supported by the system without
requiring a significant amount of retraining.

3.4 Adaptive Privacy Mechanism

Differential privacy is used to disturb model updates in order to protect privacy during collaborative
training. The suggested architecture replaces a fixed privacy budget with an adaptive privacy
mechanism that dynamically modifies the privacy parameter 𝜖 based on participant trust levels and
data sensitivity. Let Δ be the model updates’ sensitivity. The privacy-preserving update is generated
by adding calibrated noise

𝑤̃𝑘 = 𝑤𝑘 + N(0, 𝜎2) (5)

where the adaptive privacy budget determines 𝜎. Particularly in long-running real-time learning
systems, this approach strikes a balance between model accuracy and privacy protection.

3.5 Real-Time Streaming Learning

Because traffic situations are so dynamic, constant observation is necessary. The suggested archi-
tecture analyzes streaming traffic data and gradually changes models to enable real-time anomaly
detection. The method uses newly observed data windows to execute periodic federated updates
rather than retrainingmodels from start. The system can adjust to changing traffic circumstances and
quickly identify anomalies like accidents, congestion bursts, and unusual mobility patterns thanks
to its streaming federated learning process. Overall, the suggested architecture enables scalable and
privacy-preserving traffic anomaly detection across several smart cities by combining streaming
analytics, adaptive privacy management, and cross-domain federated learning.

4. PROPOSED PRIVACY-PRESERVING CROSS-DOMAIN FEDERATED
LEARNING FRAMEWORK

The suggested system uses a hierarchical cross-silo federated design, as seen in FIGURE 1, where
each city shares only privacy-protected updates of the transferable representation module while
performing local streaming learning onmultimodal traffic data. By separating city-specific anomaly
detection behavior from globally shared information, this architecture enables the model to gen-
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eralize across varied traffic domains without disclosing raw observations. Compared to fixed-
budget techniques, the adaptive differential privacy component offers a more flexible privacy-utility
trade-off by further adjusting protection strength based on data sensitivity, trust level, and update
frequency.

4.1 Problem Formulation

Imagine a federation of regions with 𝐾 smart cities. Each region 𝑘 ∈ {1, . . . , 𝐾} owns a local
streaming traffic dataset

D𝑘 = {(𝑥𝑘,𝑖 , 𝑦𝑘,𝑖)}𝑁𝑘𝑖=1,

where 𝑥𝑘,𝑖 denotes a multimodal traffic observation collected from local sensing infrastructure such
as UAVs, UGVs, roadside cameras, and IoT sensors, and 𝑦𝑘,𝑖 denotes the corresponding anomaly
label. Due to privacy, regulatory, and operational constraints, raw data cannot be exchanged across
regions. The proposed model consists of a shared encoder ℎ𝜙 (·) and a client-specific anomaly
detector 𝑔𝜃𝑘 (·). For a given input 𝑥𝑘,𝑖 , the prediction is defined as

𝑦𝑘,𝑖 = 𝑔𝜃𝑘 (ℎ𝜙 (𝑥𝑘,𝑖)).

The shared encoder captures domain-invariant traffic representations across cities, while the local
head preserves city-specific traffic characteristics. At communication round 𝑡, client 𝑘 receives a
recent streaming window

W (𝑡 )
𝑘 = {(𝑥 (𝑡 )𝑘,𝑖 , 𝑦

(𝑡 )
𝑘,𝑖 )}

𝑚
(𝑡 )
𝑘

𝑖=1 ,

where𝑚 (𝑡 )𝑘 is the number of samples observed during the current time interval. Instead of retraining
on the full historical dataset, the local objective is computed on the current streaming window:

L (𝑡 )𝑘 (𝜙, 𝜃𝑘) =
1
𝑚 (𝑡 )𝑘

𝑚
(𝑡 )
𝑘∑
𝑖=1

ℓ
(
𝑔𝜃𝑘 (ℎ𝜙 (𝑥

(𝑡 )
𝑘,𝑖 )), 𝑦

(𝑡 )
𝑘,𝑖

)
. (6)

4.2 Cross-Domain Representation Learning

To improve generalization across heterogeneous traffic domains, the local objective is augmented
with a domain regularization term. The overall local objective becomes

J (𝑡 )𝑘 (𝜙, 𝜃𝑘) = L
(𝑡 )
𝑘 (𝜙, 𝜃𝑘) + 𝜆𝑑L

(𝑡 )
dom,𝑘 (𝜙) + 𝜆𝑟 ∥𝜃𝑘 ∥

2
2, (7)

where 𝜆𝑑 and 𝜆𝑟 are balancing coefficients. The term L (𝑡 )dom,𝑘 (𝜙) encourages the shared encoder
to learn transferable representations across cities. Depending on implementation, this term can
be instantiated as a feature-alignment loss, discrepancy minimization loss, or adversarial domain
confusion objective. The collaborative objective across all clients is thus

min
𝜙,{ 𝜃𝑘 }𝐾𝑘=1

F (𝑡 ) (𝜙, {𝜃𝑘}) =
𝐾∑
𝑘=1

𝜔 (𝑡 )𝑘 J
(𝑡 )
𝑘 (𝜙, 𝜃𝑘), (8)
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where

𝜔 (𝑡 )𝑘 =
𝑚 (𝑡 )𝑘∑𝐾
𝑗=1 𝑚

(𝑡 )
𝑗

denotes the aggregation weight at round 𝑡.

Instead of directly exchanging domain-specific classifiers, the suggested approach uses a shared
encoder to facilitate cross-domain transfer. While each local detection head is kept private during
federated training, encoder parameters are tuned using data from participating domains and then
aggregated. As a result, the shared parameter set 𝜙 represents transferable information, whereas
𝜃𝑘 maintains client-specific decision characteristics. To lessen domain-specific dependence in the
encoder space, the domain regularization term 𝐿dom,𝑘 is only connected to the shared represen-
tation. Deploying the learnt shared representation to an unknown target domain without utilizing
target-domain samples to update the shared encoder prior to beginning inference is referred to in
this formulation as zero-shot transfer. Few-shot adaptation is the process of employing a small
amount of target-domain data to update the target-specific detection component later on. The
shared-encoder/local-head architecture’s supported deployment options are referred to as few-shot
and zero-shot. The non-IID client experiment described in Section 5 should not be confused with
these. The ability of federated training to function with distributional disparities is evaluated in
the current evaluation using heterogeneous client partitions. A dedicated held-out-city protocol is
different from the controlled benchmark under consideration here since it would need a target traffic
domain that is not included in federated training.

4.3 Local Update Rule

At round 𝑡, each client initializes the shared encoder using the global parameters 𝜙 (𝑡 ) and updates
the shared and local parameters through stochastic gradient descent:

𝜙 (𝑡 ,𝑒+1)
𝑘 = 𝜙 (𝑡 ,𝑒)𝑘 − 𝜂∇𝜙J (𝑡 )𝑘 (𝜙

(𝑡 ,𝑒)
𝑘 , 𝜃 (𝑡 ,𝑒)𝑘 ), (9)

𝜃 (𝑡 ,𝑒+1)
𝑘 = 𝜃 (𝑡 ,𝑒)𝑘 − 𝜂∇𝜃𝑘J

(𝑡 )
𝑘 (𝜙

(𝑡 ,𝑒)
𝑘 , 𝜃 (𝑡 ,𝑒)𝑘 ), (10)

for 𝑒 = 0, . . . , 𝐸 − 1, where 𝐸 is the number of local epochs. After local training, only the shared
encoder update is uploaded:

Δ𝜙 (𝑡 )𝑘 = 𝜙 (𝑡 ,𝐸 )𝑘 − 𝜙 (𝑡 ) . (11)
The local detector head 𝜃𝑘 remains private and is not shared.

4.4 Adaptive Differential Privacy

To protect mobility-sensitive information, each shared update is first clipped:

Δ̄𝜙
(𝑡 )
𝑘 = Δ𝜙 (𝑡 )𝑘 ·min

(
1, 𝐶

∥Δ𝜙 (𝑡 )𝑘 ∥2

)
, (12)

where 𝐶 is the clipping threshold. Next, client 𝑘 applies Gaussian perturbation:

Δ̃𝜙
(𝑡 )
𝑘 = Δ̄𝜙

(𝑡 )
𝑘 + N(0, 𝜎

2(𝑡 )
𝑘 𝐼). (13)

11
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Unlike fixed-budget mechanisms, the proposed framework uses an adaptive privacy controller:

𝜖 (𝑡 )𝑘 = Ψ
(
𝑠 (𝑡 )𝑘 , 𝜏 (𝑡 )𝑘 , 𝜌 (𝑡 )𝑘

)
, (14)

where 𝑠 (𝑡 )𝑘 denotes data sensitivity, 𝜏 (𝑡 )𝑘 denotes trust level, and 𝜌 (𝑡 )𝑘 denotes update frequency.
The noise scale 𝜎 (𝑡 )𝑘 is then determined from 𝜖 (𝑡 )𝑘 and the clipping threshold. This adaptive design
allows stricter privacy when data are highly sensitive and lower noise when higher utility is required.
Three operational elements are mapped to the privacy parameter utilized for the current client update
by the controller Ψ, which should be seen as a policy. The update-frequency term reflects recur-
rent exposure brought on by frequent communication, the sensitivity term represents the privacy
relevance of the current information, and the trust term indicates the predetermined confidence
connected with the participating client. Stronger protection is favored by higher sensitivity or more
frequent updates, while the trust component allows the policy to distinguish between participating
entities. The contribution of a single update is limited prior to noise injection because the encoder
update is confined by the clipping threshold 𝐶. The Gaussian noise scale used to the clipped
shared update is then determined using the resulting privacy parameter. As a result, adaptation
maintains the same clip-then-perturb processing pipeline while varying the protection level across
clients and communication cycles. Also, the operational privacy budget consumption utilized by
the simulator is reflected in the privacy cost provided in this evaluation. It is not a full cumulative
(𝜖 ,𝛿)-DP accounting guaranty throughout all communication cycles. Establishing such a guaranty is
outside the purview of the current simulation-based evaluation and necessitates precise composition
accounting for recurring customer engagement.

4.5 Global Aggregation

The coordination server aggregates the protected shared updates as

𝜙 (𝑡+1) = 𝜙 (𝑡 ) +
𝐾∑
𝑘=1

𝜔 (𝑡 )𝑘 Δ̃𝜙
(𝑡 )
𝑘 . (15)

Because only the shared encoder is aggregated, the global model captures cross-city transferable
knowledge while preserving local traffic specialization in the private heads {𝜃𝑘}.

4.6 Real-Time Inference and Streaming Adaptation

During operation, each regional node uses its local detection head and the current shared encoder
to forecast abnormalities from incoming observations:

𝑦 (𝑡 )𝑘 = 𝑔
𝜃
(𝑡 )
𝑘
(ℎ𝜙 (𝑡 ) (𝑥

(𝑡 )
𝑘 )). (16)

New streaming windows are used to refresh the model on a regular basis, allowing for continual
adaptation to changing traffic situations such incidents, road closures, atypical mobility behavior,
and congestion build-up. In operational smart city scenarios, this formulation results in a single
framework that concurrently solves low-latency anomaly detection, privacy-preserving collabora-
tion, and cross-domain transfer.

12
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Algorithm 1 Adaptive Privacy-Preserving Cross-Domain Federated Learning
Require: Number of clients 𝐾 , communication rounds 𝑇 , local epochs 𝐸 , local batch size 𝐵,

learning rate 𝜂
Require: Initial shared encoder parameters 𝜙 (0) , local detector heads {𝜃 (0)𝑘 }

𝐾
𝑘=1

Require: Privacy controller Ψ(·), clipping threshold 𝐶
1: for 𝑡 = 0 to 𝑇 − 1 do
2: Server broadcasts current shared encoder 𝜙 (𝑡 ) to all participating clients
3: for all clients 𝑘 ∈ {1, . . . , 𝐾} in parallel do
4: Receive streaming traffic window𝑊 (𝑡 )𝑘
5: Initialize local shared parameters 𝜙 (𝑡 ,0)𝑘 ← 𝜙 (𝑡 )

6: Keep local head 𝜃 (𝑡 ,0)𝑘
7: for 𝑒 = 1 to 𝐸 do
8: for all mini-batches B ⊂ 𝑊 (𝑡 )𝑘 of size 𝐵 do
9: Compute local loss

L𝑘 (𝜙, 𝜃𝑘) = Ldet(𝜙, 𝜃𝑘) + 𝜆𝑑Ldom(𝜙) + 𝜆𝑟 ∥𝜃𝑘 ∥22

10: Update local shared encoder and local head

𝜙 (𝑡 ,𝑒)𝑘 ← 𝜙 (𝑡 ,𝑒−1)
𝑘 − 𝜂∇𝜙L𝑘

𝜃 (𝑡 ,𝑒)𝑘 ← 𝜃 (𝑡 ,𝑒−1)
𝑘 − 𝜂∇𝜃𝑘L𝑘

11: end for
12: end for
13: Compute shared encoder update

Δ𝜙 (𝑡 )𝑘 ← 𝜙 (𝑡 ,𝐸 )𝑘 − 𝜙 (𝑡 )

14: Clip update

Δ𝜙 (𝑡 )𝑘 ← Δ𝜙 (𝑡 )𝑘 ·min
(
1, 𝐶

∥Δ𝜙 (𝑡 )𝑘 ∥2

)
15: Determine adaptive privacy budget

𝜖 (𝑡 )𝑘 ← Ψ
(
𝑠 (𝑡 )𝑘 , 𝜏 (𝑡 )𝑘 , 𝜌 (𝑡 )𝑘

)
16: Sample Gaussian noise with variance 𝜎2(𝑡 )

𝑘 derived from 𝜖 (𝑡 )𝑘
17: Form protected update

Δ̃𝜙
(𝑡 )
𝑘 ← Δ𝜙 (𝑡 )𝑘 + N(0, 𝜎

2(𝑡 )
𝑘 𝐼)

18: Send Δ̃𝜙
(𝑡 )
𝑘 to the server

19: Keep 𝜃 (𝑡+1)
𝑘 ← 𝜃 (𝑡 ,𝐸 )𝑘 locally

20: end for
21: Server aggregates protected shared updates

𝜙 (𝑡+1) ← 𝜙 (𝑡 ) +
𝐾∑
𝑘=1

𝑛(𝑡 )𝑘∑𝐾
𝑗=1 𝑛

(𝑡 )
𝑗

Δ̃𝜙
(𝑡 )
𝑘

22: end for
23: return Final shared encoder 𝜙 (𝑇 ) and local heads {𝜃 (𝑇 )𝑘 }

𝐾
𝑘=1

13
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Algorithm 1 describes the proposed adaptive privacy-preserving cross-domain federated learning
procedure. The algorithm operates in iterative communication rounds coordinated by a central
server. At the beginning of each round, the server broadcasts the current shared representation
parameters to all participating clients. Each client then performs local training using its recent
streaming data window while maintaining a private anomaly detection head that captures city-
specific traffic patterns. During local optimization, the model jointly minimizes the anomaly de-
tection loss and a cross-domain regularization objective that encourages the shared encoder to learn
transferable traffic representations across regions. After completing the local updates, each client
computes the update of the shared encoder parameters. The update is first trimmed to limit its
sensitivity and then disrupted using Gaussian noise produced by an adaptive differential privacy
controller in order to safeguard critical mobility data. The privacy controller dynamically modifies
the privacy budget based on update frequency, trust level, and data sensitivity. The coordination
server receives the protected updates and uses weighted averaging to combine them to create the
updated global representation. The global parameters are subsequently redistributed to all clients
for the next training round. By separating globally shared representations from local anomaly
detection heads, the proposed algorithm enables collaborative learning across heterogeneous cities
while preserving data privacy and supporting real-time traffic anomaly detection.

Operationally, a streaming round starts when client k uses observations from the appropriate interval
to create the current window 𝑊𝑘 (𝑡). The client runs E local epochs over mini-batches from the
current window, keeps its local head, and initializes the shared encoder from 𝜑(𝑡). The encoder
difference Δ𝜑𝑘 (𝑡) is then calculated, this update is clipped, privacy perturbation is applied, and
only the protected encoder update is uploaded. The server broadcasts 𝜙(𝑡 + 1) for the next round
after aggregating the received protected updates. The update rule specified in Algorithm 1 does not
require historical observations outside of the active window.

4.7 Computational Complexity Analysis

The computational complexity of the proposed framework can be analyzed at both the client side
and the server side.

4.7.1 Local computation complexity

Let 𝑚 (𝑡 )𝑘 denote the number of samples in the streaming window at client 𝑘 during round 𝑡, let 𝐸
denote the number of local epochs, and let 𝐵 denote the mini-batch size. Denote by Cℎ and C𝑔
the forward-backward computational costs of the shared encoder ℎ𝜙 and local detection head 𝑔𝜃𝑘 ,
respectively. The local training complexity at client 𝑘 for one communication round is

O
(
𝐸 ·

𝑚 (𝑡 )𝑘
𝐵
· (Cℎ + C𝑔)

)
. (17)

The clipping and Gaussian perturbation steps introduce an additional linear overhead in the size of
the shared parameter vector |𝜙 |, yielding

O(|𝜙|). (18)

14



https://www.oajaiml.com/ | September 2026 Advances in Artificial Intelligence and Machine Learning

Hence, the total client-side complexity per round is

O
(
𝐸 ·

𝑚 (𝑡 )𝑘
𝐵
· (Cℎ + C𝑔) + |𝜙|

)
. (19)

4.7.2 Server aggregation complexity

At the coordination server, only the protected shared encoder updates are aggregated. If 𝐾𝑡 clients
participate in round 𝑡, the aggregation complexity is linear in both the number of participants and
the size of the shared model:

O(𝐾𝑡 |𝜙|). (20)

This is more scalable than transmitting full client models when the client-specific heads remain
local.

4.7.3 Communication complexity

Since only the shared encoder update is uploaded, the uplink communication cost per participating
client is

O(|𝜙|), (21)

and the total uplink cost per round is
O(𝐾𝑡 |𝜙|). (22)

Similarly, the server broadcasts only the shared encoder, resulting in a downlink cost of

O(𝐾𝑡 |𝜙|). (23)

Because the local detector heads are not transmitted, the proposed design reduces communication
overhead compared with methods that synchronize the full model.

4.7.4 Scalability discussion

The proposed framework scales favorably in cross-silo smart city settings for three reasons. First,
communication is reduced by sharing only the transferable representation parameters. Second, re-
gional specialization is possible without additional server overhead since local heads are lightweight
and remain private. Third, to limit local processing and enable real-time deployment, training is
done on streaming windows instead of the entire historical dataset. As a result, the architecture is
appropriate for operational traffic systemswhere privacy and latency are top priorities. The resulting
platform allows real-time anomaly detection through streaming model updates, facilitates privacy-
preserving collaborative learning across cities, and adapts to heterogeneous traffic conditions using
federated transfer learning.
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5. SIMULATION AND EVALUATION

The simulation environment, experimental setup, and evaluation criteria used to evaluate the sug-
gested cross-domain privacy-preserving federated learning framework are explained in this section.
A discrete-event federated learning simulator built with SimPy and PyTorch was used for all tests.
The federated-learning and system-level characteristics of the suggested architecture are the main
topics of review in this section. The full sensing and feature distributions of an implemented
intelligent transportation system are not replicated. Specifically, under controlled conditions, the
benchmark separates non-IID client behavior, federated convergence, privacy-budget behavior,
communication cost, delay, and client scalability.

5.1 Simulation Environment

A communication-aware environment that replicates actual network conditions between clients and
the central server was used to simulate the federated learning system. The simulator mimics real-
world network behavior by incorporating wireless channel fading, signal-to-noise ratio (SNR), and
bandwidth limitations. The following parameters are used to model the communication channel
between clients and the server:

• Channel bandwidth: 5 Mbps

• Signal-to-noise ratio: 15 dB

• Fading: enabled

• Packet size range: 64 KB – 512 KB

With this configuration, the simulator may record network variability, transmission delay, and
communication cost during federated learning rounds.

5.2 Dataset and Data Distribution

The MNIST dataset was used for the experiments. In order to replicate varied data environments
across cities, the dataset was divided across clients using a non-IID data distribution. The following
is a summary of the data dissemination configuration:

• Dataset: MNIST

• Total clients: 90 and 100

• Non-IID partitioning: 2 shards per client

• Local batch size: 64
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A portion of the dataset reflecting local traffic observations in a smart city setting is held by each
client. Realistic cross-domain traffic distributions across regions are simulated by the non-IID
partitioning. Instead of using MNIST as a direct depiction of traffic data or anomalies, this work
uses it as a controlled federated-learning benchmark. Its function is to offer a replicable environment
that allows for the systematic generation of heterogeneous client distributions and the examination
of the effects of federated aggregation, adaptive privacy, communication limitations, and client
population without regard to traffic-specific feature extraction. Statistical heterogeneity across
participating domains is abstractly represented by the non-IID shard split. Therefore, rather than
providing direct empirical validation on actual traffic streams, UAV/UGV observations, or traffic
video, the experiments presented here validate the federated learning behavior of the suggested
architecture under controlled heterogeneous conditions.

5.3 Model Configuration

For every experiment, a multi-layer perceptron (MLP) neural network served as the fundamental
learning model. There are two hidden layers in the architecture: Hidden layer 1: 256 neurons and
Hidden layer 1: 256 neurons. To guarantee a fair comparison, all baseline methods used the same
architecture.

5.4 Federated Learning Setup

For a predetermined number of global communication cycles, the federated learning process was
carried out. Local training is followed by server aggregation in each round, where the primary
training parameters are (1) Number of communication rounds: 100, (2) Client participation: selected
using Bayesian client selection. (3) Random seed: 42, and (4) Device: CUDA if available. Each
client was given a distinct communication budget and packet size in order to replicate resource
variability with configurations: Minimum client budget was 1, Maximum client budget was 5,
and Total system budget was 20,000. These budgets show the computational or communication
resources that each client has access to during training.

5.5 Baseline Methods

A number of sample federated learning techniques were compared to the suggested approach:

• FLI: Federated learning with Bayesian client selection.

• FedBCD: Block coordinate descent for communication-efficient federated learning.

• Cross-Silo FL: Weighted aggregation in standard cross-silo federated learning. Federated
learning with adaptive differential privacy (AdaDP).

• Proposed Method: Federated learning with adaptive differential privacy and anomaly detec-
tion while maintaining cross-domain privacy.
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Every technique was assessed using the same simulated parameters. The purpose of the baseline
comparison is to evaluate the integrated framework under the same simulation settings against
representative federated configurations. Performance variations should be understood as the result
of the integrated architecture rather than as separate causal effects of transfer learning, adaptive
differential privacy, streaming updates, or client selection because the current experiments assess
the entire suggested configuration.

5.6 Evaluation Metrics

Several metrics measuring system performance, resource efficiency, and model correctness were
used to assess the effectiveness of the suggested federated learning framework. Thesemeasurements
enable a thorough comparison of the suggested method with baseline techniques such as Cross-Silo
federated learning, FedBCD, and FLI.

• Final Accuracy
The global model’s classification performance at the conclusion of training is measured by
final accuracy. It shows how well the learning algorithm uses the aggregated federated model
to identify abnormalities.

𝐹𝑖𝑛𝑎𝑙𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
1
𝑁

𝑁∑
𝑖=1

1(𝑦𝑖 = 𝑦𝑖)

where 𝑦𝑖 represents the true label and 𝑦𝑖 denotes the predicted label.

• Mean Accuracy
The average model accuracy over all communication rounds is represented by mean accuracy.
This indicator assesses the consistency of model performance during training as well as the
general stability of the learning process.

• Maximum Accuracy
The highest accuracy attained throughout training is indicated by maximum accuracy. This
metric highlights the best performance level reached by the learning algorithm.

• Budget Utilization
Budget utilization measures the proportion of the available system budget consumed during
client participation and model training. This metric reflects how efficiently each algorithm
uses its allocated computational or communication resources.

𝐵𝑢𝑑𝑔𝑒𝑡𝑈𝑡𝑖𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛 =
𝑈𝑠𝑒𝑑𝐵𝑢𝑑𝑔𝑒𝑡

𝑇𝑜𝑡𝑎𝑙𝐵𝑢𝑑𝑔𝑒𝑡
× 100

• Cost Efficiency
Cost efficiency evaluates the trade-off between learning performance and computational cost.
It is defined as the ratio between achieved accuracy and the total training cost.
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𝐶𝑜𝑠𝑡𝐸 𝑓 𝑓 𝑖𝑐𝑖𝑒𝑛𝑐𝑦 =
𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦

𝐶𝑜𝑠𝑡

Higher values indicate better cost-effective learning performance.

• Energy Efficiency
Energy efficiency measures the accuracy achieved per unit of energy consumption. This
metric evaluates how effectively the learning system converts energy resources into model
performance.

𝐸𝑛𝑒𝑟𝑔𝑦𝐸 𝑓 𝑓 𝑖𝑐𝑖𝑒𝑛𝑐𝑦 =
𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦

𝐸𝑛𝑒𝑟𝑔𝑦

• Total Cost
Total cost represents the cumulative resource cost incurred during the federated learning pro-
cess. It includes the cost associated with client participation and communication overhead.

• Total Energy Consumption
Total energy measures the energy consumed by participating clients during training. This
metric reflects the computational effort required by the learning process.

• Total Delay
Total delay represents the total communication and processing latency during the training
process. This indicator measures how responsive the federated system is to various client
demographics.

• Privacy Cost
The privacy budget used for training is measured by the privacy cost. It shows how much
differential privacy techniques are used to safeguard model updates.

• Composite Performance Score
A composite performance score that takes into account accuracy, cost, energy usage, and delay
was calculated in order to identify the ideal client population.

𝐶𝑜𝑚𝑝𝑜𝑠𝑖𝑡𝑒𝑆𝑐𝑜𝑟𝑒 = 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 − 𝐶𝑜𝑠𝑡 − 𝐸𝑛𝑒𝑟𝑔𝑦 − 𝐷𝑒𝑙𝑎𝑦

By striking a balance between resource efficiency and model accuracy, this statistic offers a
comprehensive picture of system performance.

The range of the controlled federated benchmark is reflected in the chosen metrics. While the
system-level behavior of federation is characterized by budget use, cost, energy consumption, delay,
and privacy cost, accuracy evaluates predictive behavior. A benchmarkwith clear normal/anomalous
traffic events and temporal event annotations is necessary for traffic-specific anomaly measures
like precision, recall, F1-score, AUC, false-alarm rate, and event-detection delay. Reporting these
metrics as proof of traffic anomaly identification would be deceptive because MNIST does not
have such traffic-event semantics. Therefore, rather than being a comprehensive operational traffic-
anomaly evaluation, the study’s results are understood as an assessment of federated learning and
resource behavior.
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Figure 2: Accuracy performance is compared with different client numbers. The figure shows final accuracy, mean accuracy, maximum
accuracy, and budget usage for the proposed framework and baseline methods such as FLI, FedBCD, and Cross-Silo federated learning.

6. RESULTS AND DISCUSSION

The experimental findings from the simulation study are examined in this section. Three baseline
methods—FLI, FedBCD, and Cross-Silo federated learning—are contrasted with the suggested
architecture. Model correctness, resource efficiency, and overall system performance under varying
client participation numbers are the main evaluation criteria.

6.1 Accuracy Performance

The final accuracy, mean accuracy, and maximum accuracy attained by the assessed methods over
various client population sizes ranging from 10 to 100 customers are shown in FIGURE 2.

Out of all the compared methodologies, the suggested framework consistently gets the best result.
In most settings, the ultimate accuracy of the suggested method falls between around 0.70 and 0.82.
On the other hand, FedBCD and Cross-Silo techniques exhibit more fluctuations and usually poorer
performance, whereas FLI achieves final accuracy values between 0.49 and 0.71. The suggested
method’s stability during training is shown by the mean accuracy results. Across various client
setups, the suggested approach keeps mean accuracy values between 0.66 and 0.73. This suggests

20



https://www.oajaiml.com/ | September 2026 Advances in Artificial Intelligence and Machine Learning

Figure 3: Energy and cost efficiency are compared for different client population sizes. The results show how resource consumption and
model accuracy are traded off for the evaluated federated learning methods.

that compared to the baseline approaches, the model converges more reliably. With mean accuracy
values ranging from 0.45 to 0.61, FLI performsmoderately, while Cross-Silo has the lowest stability.
The suggested method’s efficacy is further demonstrated by the comparison of maximum accuracy.
The suggested framework outperforms the baseline algorithms, achieving peak accuracy values
above 0.84 for a number of client settings. This enhancement suggests that improved generalization
across diverse clients is made possible by the cross-domain learning process.

6.2 Budget Utilization

Additionally, the budget consumption across various client populations is reported in FIGURE 2.
The suggested approach shows effective resource management during training by maintaining a
comparatively steady budget utilization of 7–9%. The alternative approaches, on the other hand,
either use very few resources or are unable to make the most of the given funds. This finding
implies that resource allocation and model improvement are successfully balanced by the suggested
adaptive client selection technique.

6.3 Cost and Energy Efficiency

The cost and energy efficiency attained by the assessed techniques are shown in FIGURE 3. Across
all client population sizes, the suggested approach consistently delivers high cost efficiency values.
The suggested framework maintains good accuracy in relation to the training costs, as evidenced by
the cost efficiency, which runs roughly between 0.40 and 0.47. In contrast, under some setups, FLI
exhibits greater oscillations because to ineffective client selection. Results for energy efficiency
show a similar pattern. The suggested method keeps energy efficiency numbers per energy unit
between roughly 24 and 28 accuracy units. In certain situations, FedBCD shows greater energy
efficiency, but at the cost of noticeably reduced accuracy. Consequently, a more balanced trade-off
between performance and energy consumption is achieved by the suggested framework.
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Figure 4: system resource usage for varying client counts. The total cost, total energy usage, total delay, and privacy cost of the assessed
federated learning techniques are contrasted in the figure.

6.4 System Resource Consumption

The total cost, total energy usage, total delay, and privacy cost for the assessed approaches are
compared in FIGURE 4. Because of its improved client selection process and adaptive privacy
mechanism, the suggested approach has a little higher overall cost than various baseline solutions.
With delay levels ranging from 59 to 61 units across various client counts, the overall delay is still
comparable to the other methods. This suggests that system responsiveness is not greatly impacted
by the extra computation needed for privacy protection. The suggested framework maintains com-
petitive energy usage despite obtaining improved accuracy, as evidenced by the fact that energy
consumption stays within a comparable range to existing approaches.

Here, privacy-related resource behavior across configurations is compared using the privacy cost
metric, which captures the simulated consumption connected to the adaptive privacy mechanism.
This metric should not be construed as a formal end-to-end privacy guaranty because the current
simulation does not explicitly account for cumulative (𝜖 ,𝛿)-DP composition across successive com-
munication rounds. The observed privacy cost values, which show regulated privacy spendingwhile
preserving model performance, fall roughly between 0.42 and 0.46.
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Figure 5: The ideal number of participating clients is determined using a composite performance score. The score determines the optimal
client population size for each method by combining accuracy, cost, energy consumption, and latency.

6.5 Optimal Client Population Analysis

The composite performance score used to calculate the ideal number of participating clients is shown
in FIGURE 5. To assess overall system performance, the composite score incorporates accuracy,
cost, energy usage, and delay. The findings show that about 70 clients are the ideal amount to
participate in the suggested framework. The suggested approach strikes the ideal balance between
resource usage and model accuracy for this setup. The ideal configurations for the basic approaches,
on the other hand, vary: FLI works best with about 70 clients, FedBCD with about 60 customers,
and Cross-Silo with about 90 clients. These results demonstrate that the suggested systemmaintains
balanced resource consumption and scales well with growing client numbers.

Because the measure is defined as a weighted mixture of several system characteristics, such as
accuracy, cost, energy consumption, and latency, the composite performance score utilized in FIG-
URE 5 may result in negative results. Cost, energy, and delay are penalties that lower the total
system performance score in the suggested formulation. Even when the model performs well, the
resultant composite score may turn negative because these resource measures usually have bigger
numerical magnitudes than the normalized accuracy values. As a result, the score’s absolute value
is not the main measure of performance. Rather, the key to identifying the best configuration is
the relative comparison of scores across various client numbers. A better trade-off between model
accuracy and resource usage is indicated by a higher (less negative) composite score. As shown
in FIGURE 5, the optimal number of participating clients corresponds to the configuration that
achieves the highest composite score among the evaluated options.

As shown in FIGURE 5, the raw composite score is negative for all methods because the penalty
terms associated with cost, energy, and delay dominate the accuracy term in magnitude. Therefore,
the score is used as a relative ranking criterion rather than an absolute utility value. To improve
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Figure 6: Normalized composite performance score for different client population sizes. The scores are obtained using min–max
normalization of the raw composite scores to map values into the range 0–100 for each method. Higher values indicate better trade-
offs between accuracy, cost, energy consumption, and delay.

readability, a normalized positive version of the same metric was also generated using min–max
scaling, where higher values indicate better overall trade-offs. Based on this analysis, the optimal
client count is 70 for the proposed method, 70 for FLI, 60 for FedBCD, and 90 for Cross-Silo
federated learning.

FIGURE 6 presents the normalized composite performance score used to determine the optimal
number of participating clients. Model accuracy, computational cost, energy consumption, and
system latency are just a few of the performance factors that are included into the composite score.
Because the penalty factors related to cost, energy, and delay outweigh the accuracy term in mag-
nitude, the initial composite scores have negative values. The scores were standardized using min–
max scaling so that the numbers for each approach lie between 0 and 100 in order to improve
interpretability. Higher values under this transformation indicate improved overall performance.
The findings show that when about 70 clients take part in the federated learning process, the sug-
gested architecture performs at its best overall. Out of all the studied client population sizes, the
approach earns the greatest normalized composite score at this configuration. Different ideal setups
are provided by the baseline approaches. Additionally, the FLI approach performs best with about
70 consumers. The Cross-Silo approach achieves its maximum score at roughly 90 clients, whereas
FedBCD performs best at 60 clients. These findings show that the suggested architecture maintains
a fair trade-off between model accuracy and system resource consumption while scaling effectively
as the number of participating clients rises.

The composite performance ratings can be converted into a normalized positive scale to enhance
interpretability. The original formulation computes the composite score by combining multiple
penalty variables, such as cost, energy, and time, with one positive item, accuracy. Even when the
overall system performance is adequate, the resultant score may turn negative because the penalty
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terms have greater numerical magnitudes than the normalized accuracy values. On its own, this does
not suggest bad model behavior. Instead, it shows how the contributing terms scale relative to one
another. As a result, the initial composite score should be interpreted in a comparison manner, with
a higher score—that is, a less negative value—indicating a better trade-off between accuracy, cost,
energy consumption, and time. The raw composite scores were also transformed into a normalized
positive score using min–max normalization for each method across all assessed client numbers in
order to facilitate display. In particular, the normalized score 𝑆(𝑐) for a method with raw score 𝑆(𝑐)
at client count 𝑐 is calculated as

𝑆(𝑐) = 100 × 𝑆(𝑐) − 𝑆min
𝑆max − 𝑆min

where 𝑆min and 𝑆max represent the method’s lowest and highest raw scores across all tested client
counts. Each method’s best client count earns a score near 100 under this transformation, while the
lowest receives a score near 0. This normalized viewmakes the figure easier to read and comprehend
while maintaining the configuration ranking.

6.6 DISCUSSION

The experimental results demonstrate that the proposed cross-domain privacy-preserving federated
learning framework provides several advantages over existing approaches. First, throughout the
assessed client population sizes, the suggested framework consistently attains more accuracy. These
outcomes show how well the integrated setup performs under the simulated conditions that were
taken into consideration. The observed improvement is ascribed to the entire configuration rather
than any one process because the individual framework components are not isolated experimentally.
Second, the framework maintains strong cost and energy efficiency, indicating that improved model
performance does not come at the expense of excessive resource consumption. Third, the adaptive
client participation strategy allows the system to scale efficiently as the number of clients increases.
Overall, the results confirm that the proposed method provides a robust and scalable solution for
privacy-preserving real-time anomaly detection in distributed smart city environments.

Overall, the simulation findings show that, in the assessed non-IID federated situations, the sug-
gested integrated framework can improve predictive performance while maintaining competitive
resource consumption. These results validate the viability of the underlying federated architecture,
which includes communication-constrained learning, shared-representation aggregation, local spe-
cialization, and privacy-aware updates. However, the results should not be construed as direct vali-
dation of cross-city zero-shot performance or traffic-event detection because the current experiments
use MNIST as a controlled heterogeneous benchmark. Therefore, the traffic-monitoring scenario
reflects the architecture’s planned application environment, whereas the current trials determine its
behavior at the federated-system level.
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7. CONCLUSION

in this paper, a privacy-preserving cross-domain federated learning system for real-time traffic
anomaly detection in smart city settings was introduced in this research. The suggested framework
enables safe and effective collaborative learning across several cities without disclosing raw traffic
data by combining streaming federated updates, adaptive differential privacy, and federated transfer
learning. When compared to traditional federated learning methods, experimental results showed
increased detection accuracy, cross-domain flexibility, and resource efficiency. The suggested
approach enables efficient anomaly detection in heterogeneous and non-IID traffic scenarios and
offers a scalable and privacy-conscious solution for distributed intelligent transportation systems.
Future research will concentrate on extending the architecture with cutting-edge deep learning and
safe aggregation techniques, as well as assessing the framework using real-world traffic datasets.
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