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Abstract

Social media cybercrime has increased tremendously, calling for sophisticated methods to
identify and counter threats. This study suggests a Multilayer Model to Detect the Most
Influential Node for Cybercrime in social media based on Random Walk and Fuzzy AHP.
Social media information is modelled as a graph such that nodes represent users and edges
represent interactions. To identify the most influential node of a cybercrime community,
the model takes Degree Centrality, Betweenness Centrality, and Mean Distance as decisive
parameters. A Random Walk Algorithm is run repeatedly four times to analyse and note these
parameters for every node. Then, the Fuzzy Analytical Hierarchy Process (Fuzzy AHP) is
used to rank the identified nodes according to their influence. The most influential node
is ranked as the most important in the cybercrime network. The suggested model improves
detection of cybercrime by offering a structured method for determining key offenders, which
can help in proactive cybersecurity actions. Use of Fuzzy AHP makes the model intelligent
by making decision on the basis of multiple parameters simultaneously.

Keywords: Cybercrime detection, Social media network, Influential node identification,
Random walk algorithm, Fuzzy AHP

1. INTRODUCTION

Social media becomes one of the most suitable platforms to connect socially, to interact with each
other, to maintain the relation in businesses and to share the interest for common growth. With the
growth of social media, the fear of cybercrime is also increased parallelly. Due to huge number
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of users interacting on a common platform, cybercriminals also found these platforms suitable for
criminal activities. It is always advised to use social media platforms very responsibly [1].

Youths are hyperactive on social media and also the easy target for cybercriminals. Social media
platforms e.g. Facebook, Instagram, TicTok etc are the central point for users to share common
personal and social interests with each other but also the likely place for cybercriminals. Youths
face abuses like cyberbullying, threaten and privacy violations. Training youth, how to maintain
the data privacy and keep personal information safe and secure from cybercriminals is very much
needed [2]

The requirement of awareness to avoid cybercriminal activities is critically required. Users also need
to know the platform’s accountability to cybercriminal activities. As cybercrime using social media
with exponential growth, a strict regulation framework to control such activities are also required.
Realtime tracking of user’s suspicious activities and use of artificial intelligence technologies can
also control the same [3].

Although social media has many drawbacks but it has been placed in the life of persons which
cannot be replaced or ignored. Social media not only provides the channel for communication but
also provides platform for education, activism, trade and global real times updates. The use of social
media should be in protected way so that only positive side can be used to enhance performance [4].

Social networking sites are modern platforms that foster communication, unite people, and encour-
age creativity. Social networking sites have become essential to modern life, influencing how
people, businesses, and organizations interact with one another. According to groundbreaking
research, their traits provide a better explanation for their power and influence [5]. Analyses of social
networking websites is essential to understand how they affect the connectivity and behaviour. The
interconnectivity model, in which people or groups are nodes and the connections between them are
edges, is the foundation upon which social networks are built [6].

Social networking sites are offering some distinctive features e.g. interactivity, user-generated
content, and community building. Users become actively engaged accessing the special features
creation and sharing of content, community building and reciprocal interaction of social network
sites. Also, algorithmic recommendations and personalization enhance the user experience and
delivered content according to the interest of the users [7].

Recently a big segment of researches is based on cybersecurity and social media forensics involves
identifying criminal nodes across social media platforms. Identification of suspected networks and
suspicious nodes become helpful for law enforcement agencies. They can avail the benefits like
enhance their ability to maintain digital safety and security, prevent illegal activity, and ultimately
prevent crime altogether. Searching of criminals through their use of new technologies, including
social media network analysis and Machine Learning (ML) as well as newer cutting-edge techniques
such as community detection based on seeded methods, may be easier [§].

Algorithms for community detection are essential for exposing covert criminal organizations. Crim-
inals frequently use social networking sites as hubs for planning and carrying out their crimes [9].
Investigators can track criminal groups by using algorithms that analyse communication patterns to
find clusters of suspicious activity [10].
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Detection of community in social media means identifying a group with common interest or orga-
nization within a network. To identify community effectively some performance and application
aspects e.g. algorithm scalability and capacity to manage massive volumes of real time data should
be considered [11]. A multidisciplinary approach is required to detect cybercriminal on social media
sites. The approach should base on complex, reliable and error free algorithms [12].

The extent to which a social media node is involved in criminal activities can be examined by node’s
special characteristics. Deep learning-based link prediction and Graph Neural Network (GNN) are
the two main machine learning methods which are current used for latent influencer detection [13].
Game theory-based model analyse movement of cybercriminals and Markov model is used to anal-
yse the flow of dynamic information. Consideration of multi criteria decision making techniques
and fuzzy decision-making algorithm can detect most influential person involving in cybercrime
on social media. Different properties of the node can be analysed to detect most influential node
simultaneously in multi criteria, these properties can be communication frequency, trust score and
message virality [14].

Researches in past employed a diverse range of techniques to identify key node. These methods are
based on random walk algorithms, walktrap, modified walktrap and random forest etc. [15]. From
complex social network, fetching the properties of node like degree, closeness, betweenness, mean
distance and eigen vector is crucial. Selection of parameters to make the community of nodes is
also impact on decision [16].

Graph Neural Networks (GNNs) and deep learning-powered link prediction are two techniques,
utilising now a days to uncover latent influencers for cybercrime in social media network [17].
Random Walks based on Markov Chain, waltrap based on random walk, modified walktap based
on edited random walk and random forest are also some techniques which can be used to identify
most influential node for cybercrime in social media network [18].

Most current approaches to identifying highly influential nodes rely on using individual centrality
measures or computationally intensive ML models. While degree centrality can effectively identify
nodes with many connections and betweenness centrality can identify nodes that connect many
other nodes, these measures only indicate one dimension of node influence. As a result, different
metrics may indicate different nodes as having the most influence. This inconsistency creates
difficulty for law enforcement, because it can lead to different decisions being made regarding
a single investigation into cybercrime [19, 20]. Another limitation of current graph-based ML
models is that there are often no frameworks to help explain the output of the models, leaving many
cybercrime practitioners at a loss regarding how to interpret the results produced by the models [21].
These shortcomings have provided the impetus for the development of transparent multicriteria
frameworks that will enable multiple types of influence to be evaluated simultaneously [22].

Although a great success achieved in the field of community detection and identification of influ-
ential nodes but several challenges still exist. Degree centrality, betweenness centrality, closeness
centrality and eigen vector are the parameters which were considered by traditional methods one at
a time to identify significant node [23, 24]. Identifying most prominent node within a cybercriminal
group is very challenging because different centrality measure identifies different node. Deep
Learning and Graph Neural Network (GNN) shown promising results but required huge training
on datasets [25]. These drawbacks force to design a comprehensive multiparametric model that can
access node effects utilizing several criteria at once.
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This study focuses identifying most influential node within the group of cybercriminals on social
media. Considering single parameter at a time may bias the result as other parameters are ignored
while ignored parameters may affects the identification with high extent. Therefore, a multicriteria
decision-making framework is required to evaluate node influence from multiple perspectives and
improve the reliability of node ranking [26].

The novelty of this study is the integration of Random Walk-based community detection with the
Fuzzy Analytic Hierarchy Process (FAHP) for influential node identification in cybercrime-oriented
social media networks. The proposed algorithm differs from existing algorithms by taking into
account multiple indicators to determine the influence of a node. Unlike traditional algorithms that
use a single indicator to determine the influence of the node, the proposed method combines three
separate indicators (Degree Centrality, Betweenness Centrality, and Average Distance) into a single
indicator that measures influence. In addition, the use of Fuzzy AHP to handle the uncertainty and
importance of each of the separate indicators provides a more comprehensive measure of the nodes
of influence.

The primary contributions of this study are as follows:

The development of a three-layered framework for identifying influential nodes in cyberspace: (i)
Layer 1: Graph is constructed from social media data; (ii) Layer 2: Communities are found using
the random walk method; and (iii) Layer 3: Nodes are ranked using Fuzzy AHP.

Combination of the three indicators (Degree Centrality, Betweenness Centrality and Average Dis-
tance) into a single multicriteria decision-making framework for evaluating different nodes.

A comparative analysis was conducted between the results produced by single-method solutions
and multicriterion solutions to demonstrate the effectiveness of the method described in this article.

The contributions made by this research represent a usable and useful framework for identifying the
most significant node associated with cybercrime activity on social media. This proposed approach
incorporates the graph analysis method and multicriteria decision-making to assist investigators of
cybercrime in identifying significant participants in large social networking communities.

This study proposes a three-layer framework for identifying the most prominent node in cybercrime-
oriented social media communities. Social media data are transformed into a graph structure and
analysed using a Random Walk-based community detection mechanism. The identified candidate
nodes are evaluated using Degree Centrality, Betweenness Centrality, and Mean Distance. Finally,
the Fuzzy Analytic Hierarchy Process (FAHP) is applied to rank the candidate nodes and determine
the most prominent cybercrime node. The proposed framework aims to provide an interpretable,
efficient, and multicriteria decision-making approach for influential node identification in social
media networks.

The remainder of this paper is organized as follows. Section 2 presents the related work on cy-
bercrime detection, community detection, and influential node identification in social networks.
Section 3 describes the proposed three-layer framework. Section 4 discusses the implementation
methodology and experimental setup. Section 5 presents the results and comparative analysis.
Finally, Section 6 concludes the study and outlines future research directions.
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2. RELATED WORK

Because of their vast customer base and rapid information exchange, social networking sites have
become breeding grounds for a variety of cybercrimes. According to a comprehensive survey,
identity theft and online harassment are two specific forms of cybercrime that occur on social
networking sites [3]. Graph and charts are used to explain the significance of awareness about
cybercrime on social media. Research also explains the way cybercriminals are using for the same.
With the help of data mining as well as automation techniques cybercrime can be decreased up to
an extent by identifying the most influential nodes on social media [5, 27].

Machine learning techniques have been widely applied to identify relationships among users, detect
suspicious behavioural patterns, and analyse interaction dynamics within social networks. Machine
learning techniques like classification, graph neural network and clustering are generally used to
mine the information form huge amount of network data [28, 29]. Unsupervised learning examines
the new patters and support to predict while supervised learning detects already known patters.
According to study a suspicious activity and its related nodes are grouped and called as seed com-
munity. This seed community starts grow and detection of organised cybercriminal becomes easy.
Real time updates and visualization of network also help an investigator to monitor the criminal
network more effectively [28, 30].

Random walk-based methods are capable to detect community in complex social networks. a
theoretical ”walker” moving randomly from node to node is more likely to get trapped within
densely connected, highly interactive groups (communities) than to cross the sparse edges con-
necting different groups [31, 32]. Several commonly used methods, for example Walktrap, Markov
Clustering (MCL) or Infomap rely on a strategy of identifying the various underlying community
Structures hidden in the plot of large-scale networks. Research over recent years illustrate that
Random Walk-based methods yield high quality results for community detection, have a high degree
of interpretability and can be computed quickly. Because of these characteristics, Random Walk
Algorithms have become the preferred analysis method for the study of cybercrime communities
within social media [24, 31, 32].

Identifying influential nodes in social networks is crucial to understanding how information is
disseminated and preventing cybercrime activity. Numerous approaches have been developed to
identify those who have the most significant impact on networks. One of the most commonly used
classic measures of centrality used to determine which node is the most central in regard to its
position relative to other nodes and the number of nodes with which it is connected is degree (Degree
Centrality), betweeness (Betweenness Centrality), and closeness (Closeness Centrality). Although
these centrality measures do not provide an accurate depiction of the more complex and dynamic
influence that the node and its connections exert over the other nodes [33]. This limitation can be
overcome using proposed hybrid model.

Graph Neural Networks (GNNs) and deep learning are recent research techniques used to enhance
social network analysis to detect criminal community and identifying influential persons. GNNs
method operate on representation data using both graph topology and neighbourhood data. It pro-
duces highly effective analyses of social networks. GNNs and deep learning methods may achieve
high predictive performance, but it requires extensive training data, substantial computational re-
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sources, and complex parameter tuning. These methods become challenge for cybersecurity inves-
tigations where transparent decision-making is preferred [34, 35].

Multicriteria Decision-Making (MCDM) techniques considers not only one parameter but multiple
simultaneously. It keeps track of the values of all parameters. A minor change in the value of a
parameters may affect the final decision or ranking of the influential nodes. Fuzzy AHP is useful in
social network analysis because it can manage uncertainty and priority while assigning relative
importance to different network parameters. Fuzzy AHP provides a systematic mechanism for
selecting the most influential node from multiple candidate nodes [36, 37].

Some tools like Maltego enable link analysis by mapping relationships between entities and helps in
the identification of influential nodes [38]. In proposed approach after detecting criminal communi-
ties and influential nodes out of community, Fuzzy AHP has been successfully applied in decision-
making to rank the influential nodes. The node with highest score ranked as most influential [39,
40]. TABLE 1, represents the comparison among studies used different techniques for community
detection and ranking the nodes.

Table 1: Comparation among different techniques for community detection and node ranking

Study Technique Objective Limitation

[11] Machine Learning Community Detection Requires training data

[19] Centrality Measures Influential Node Detection Single parameter

[23] Hybrid Centrality Node Ranking Limited multicriteria evaluation

[34] Deep Learning / GNN  Community & Influence Computationally expensive
Detection

[39] FAHP Multicriteria Ranking No community detection stage

Proposed Random Walk + FAHP Community Detection + Addresses both tasks

Study Node Ranking

The literature review indicates that existing studies have made significant contributions to cyber-
crime detection, community detection, and influential node identification. Most of the studies are
focusing only on community detection or node ranking independently [41, 42]. Researches based
on centrality measures rely on a single network parameter, while recent deep learning and graph
neural network models require regress process, complex training and high computational resources
[43, 44]. Only few researches have explored the integration of Random Walk-based community de-
tection with multicriteria decision-making techniques for identifying the most prominent cybercrime
node in social media networks. To overcome this gap, the proposed study proposes a three-layer
framework that combines Random Walk-based community detection with Fuzzy Analytic Hierarchy
Process (FAHP) for multicriteria influential node identification.

3. PROPOSED MODEL (THREE LAYER MODEL)

Proposed model works in three layers, first layer captures social media data from web repository and
transforms it into connected graph, second layer detects densely connected criminal communities
and candidate influential nodes using random walk methods. Third layer identifies most influential
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node on the basis of highest score calculated using Fuzzy AHP. Fuzzy AHP calculates the score
on the basis of different network parameters. The Work flow of proposed model is presented in
FIGURE 1.

Graph Construction & Preprocessing
(Degree, Betweenness & Mean Distance)
Using Networkx library of Python Lang.

!

Community Detection
(Random Walk Algorithm)
Iterated 4 times

!

Most Influential Node
Application of Fuzzy AHP
(4 Nodes with 3 Parameters Each)
(On the basis of Multiple Parameters)

Figure 1: Flow chart of proposed model

Algorithm 1: Proposed Three-Layer Framework

Input:
* Social Media Dataset
Process:
* Transform social media data into graph representation.
* Perform graph preprocessing and extract network parameters.
* Apply Random Walk-based community detection.
* Identify candidate influential nodes from detected communities.
» Compute Degree Centrality, Betweenness Centrality, and Mean Distance.
* Apply Fuzzy Analytic Hierarchy Process (FAHP) for multicriteria evaluation.
» Rank candidate nodes based on aggregated influence scores.
Output:

* Most Influential Cybercrime Node
Three steps of the proposed model are as follows:

1. Graph Construction and Preprocessing

Social media dataset is collected form a web repository and transformed into a connected graph
structure using the NetworkX library in Python. Nodes in graph represents individual users
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and edges represent relationships or interactions between users. In preprocessing stage graph
is validated by removal of duplicate relationships, verification of network connectivity, and
preparation of node attributes. Key characteristics/network parameters of nodes are captured.
Proposed approach considers Degree Centrality, Betweenness Centrality, and Mean Distance
as network parameters. These parameters are subsequently used during influential node eval-
uation. Second layer accepts this graph as input and applies Random Walk-based community
detection method to identify communities.

2. Community Detection Using Random Walk

Community detection is central in comprehending the structural features of complex networks
as it seeks to find densely connected node groups. Among several methods, random walk-
based approaches have attracted considerable attention because they can capture community
structures inherently. The underlying assumption of these techniques is that a random walker
from a node will be more likely to remain in a community for a greater duration before moving
into a different community, making random walks a useful measure for detecting strongly
connected subgroups in a network [24]. One of the most popular algorithms derived on this
principle, which conducts brief random walks on the graph and calculates node similarities
according to their probabilities of visits. The algorithm further conducts hierarchical cluster-
ing to iteratively group smaller communities into larger communities optimizing modularity.
Another popular approach, which optimizes modularity by iteratively grouping nodes into
communities as a function of the probability of random walkers moving between them [28].

Also, the Markov Cluster Algorithm (MCL) mimics random walks with inflation and ex-
pansion phases that essentially increase intra-community links and decrease inter-community
links [29]. Steps to be followed in MCL are as follows:

Inputs are Un-directed graph, power parameter e and inflation parameter r.
Associated matrix is created

Self-loops are added to each node (optional)

Normalize the matrix

Expand by taking the eth power of the matrix

Inflate by taking inflation of the resulting matrix with parameter r

Repeat steps 5 and 6 until a steady state is reached (convergence).

© NN kWD

Interpret resulting matrix to discover clusters.

The info map algorithm is information-theoretic in that it models network flow as a Markov
process and optimizes the description length of random walker paths. This enables info map
to find communities by locating areas where the walker gets stuck for longer periods [30].
Empirical evidence has shown that methods based on random walk work particularly well in
strong community structured networks, i.e., networks with a well-defined structure of commu-
nities, e.g., social networks, biological networks, and citation networks. Nevertheless, their
limitations also exist, for instance, sensitivity to the tuning of parameters (e.g., walk length)
and computational cost for extremely large networks [24, 28]. New developments, including
deep learning-aided random walk methods and adaptive walk-based models, seek to overcome
these issues through the integration of reinforcement learning and dynamic adjustment mech-
anisms [30]. Future studies are directed towards enhancing the scalability and precision of
random walk-based algorithms, particularly in dynamic and multilayer networks.
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Degree Centrality, Betweenness Centrality and Mean Distance were selected as the constructs
upon which to base this study due to their capacity to measure numerous facets of node
influence. Degree Centrality refers to how many direct connections exist between two nodes;
Betweenness Centrality is defined as how many nodes act as intermediaries in connecting
two or more communities through their respective paths; and Mean Distance is defined as the
distance measured by the shortest path between two nodes in a network. As a result, this study
utilizes these three constructs together to better ascertain the overall importance of any given
node than when they are examined independently [19, 23].

In the proposed framework, a Random Walk-based community detection mechanism is em-
ployed to identify candidate influential nodes from the social network graph. Walktrap, MCL,
and Infomap are discussed as representative Random Walk-based approaches reported in the
literature. The proposed implementation follows the Random Walk principle to iteratively
identify influential nodes and extract their associated network characteristics for subsequent
multicriteria evaluation using FAHP. The above methods are discussed as representative Ran-
dom Walk-based community detection approaches reported in the literature, while the pro-
posed implementation follows the Random Walk principle for candidate node identification.

The Random Walk algorithm employed in the proposed model considers three network param-
eters, namely Degree Centrality, Betweenness Centrality, and Mean Distance. The algorithm
is executed for four iterations, and in each iteration the most influential node along with its
corresponding parameter values is identified. These parameter values are provided to layer 3
as inputs for final node ranking.

3. Selection of Most Influential Node using Fuzzy AHP

In the case of finding the most influential nodes in cybercrime communities identified by
random walk models of social media-based graphs, the utilization of Fuzzy Analytic Hierarchy
Process (Fuzzy AHP) provides a sound multi-criteria decision-making process [18, 22]. This
process considers nodes systematically based on significant centrality measures—i.e., degree
centrality, betweenness centrality, and mean distance—to determine nodes that possess the
highest influence in the network.

* Degree centrality quantifies the immediate connectivity of a node by enumerating its
direct links to other nodes, thereby reflecting its potential for direct influence or commu-
nication within the network [19].

* Betweenness centrality measures the extent to which a node lies in between two nodes to
find the shortest path. It’s also indicating the role in facilitating or handling information
flow across the network [19].

* Mean distance calculates the average shortest path from a node to all other nodes, a
node with lower mean distance means a node’s efficiency in transferring information
throughout the network [23].

Fuzzy AHP strategy begins with building a hierarchical model where the objective of determining
the most impactful node is at the top, followed by the above-mentioned parameters at the next
level. Due to the nature of uncertainty and subjective decision-making in pairwise comparisons,
fuzzy logic has been used to apprehend the vagueness in the experts’ judgment. Triangular fuzzy
numbers are used to represent relative importance of one factor over another, which can be used to
develop fuzzy pairwise comparison matrices [18].
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Later, the Extent Analysis Method is used to calculate fuzzy synthetic extents for every criterion,
which are then defuzzied to yield crisp priority weights. The weights represent the relative impor-
tance of every criterion in the context of node influence [31]. The performance of every node is
compared against the above criteria, resulting in a weighted sum score that indicates its aggregate
influence score. The most influential node with the highest aggregated score is therefore identified.
The integration of Random Walk-based community detection and Fuzzy AHP based multicriteria
ranking enables the proposed framework to identify influential cybercrime nodes from both struc-
tural and decision-making perspectives. By combining community-level analysis with node-level
evaluation, the framework provides a systematic mechanism for selecting the most prominent node
within complex social media networks.

Utilizing Fuzzy AHP for analysis of social media can provide an advanced and methodical technique
that will enable researchers to determine the focal point of members within illegal organizations.
Due to its ability to handle uncertainties and complexities pertaining to social network analysis,
this method can produce more dependable and accurate results regarding nodes that are vital to the
dissemination of information (the spread of information through a network) or to the coordination
of activities amongst cybercriminal networks.

Although the proposed framework provides a structured approach for influential node identification,
its effectiveness depends on the quality of the underlying social network data and the selected
evaluation parameters. The framework currently considers static network structures and does not
explicitly model temporal changes in user behaviour. Future extensions may incorporate dynamic
network analysis and additional node influence indicators to further improve detection accuracy.

4. IMPLEMENTATION

Proposed model is implemented using Facebook data downloaded from web repository (the web
address of web repository is: https://snap.stanford.edu/data/ego-Facebook.html). Networkx library
of python language is used to construct graph. Random walk algorithm for community detection
is implemented using python language [45]. Fuzzy AHP calculation is the last process to find
most influential node for cybercrime in social media. The dataset collected from Standard Network
Analysis Project (SNAP) is used for experimental evaluations of the suggested approach. In data
set friendship is represented by edge between any two nodes and these nodes and edges are used
to evaluate algorithm for network analysis and community detection. The dataset consists of 4039
nodes representing users and 88,234 edges representing social connections between users. The
dataset was selected due to its large size, complex community structure, and suitability for influen-
tial node analysis in social networks. The proposed framework was implemented using Python
programming language and the NetworkX library for graph construction and network analysis.
Random Walk-based community detection and parameter computation were performed within the
Python environment, while Fuzzy AHP calculations were implemented to rank candidate influential
nodes. All experiments were conducted on a computer equipped with an Intel Core i5 processor, 8
GB RAM, and Python 3.12 environment. Proposed model is implemented in three steps which are
as follows:

10
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4.1 Graph Construction and Preprocessing (Social Media Data to Graph)

The raw social media data is transformed into a graph G (V, E), where V represents the set of
users (nodes) and E denotes interactions (edges). The edges can be weighted based on interaction
frequency or intensity. Noise filtering and data normalization are applied to remove irrelevant
edges and enhance detection accuracy. The preprocessing stage involved validating graph connec-
tivity, identifying duplicate relationships, removing inconsistent entries, and converting the edge-
list dataset into a graph representation compatible with NetworkX. The resulting graph was exam-
ined to ensure structural consistency before applying community detection and node ranking algo-
rithms. Network parameters including Degree Centrality, Betweenness Centrality, and Mean Dis-
tance were subsequently computed for influential node evaluation. In this study, the network data
were obtained from the SNAP Facebook dataset repository [45],- https://snap.stanford.edu/data/ego-
Facebook.html. There are 4039 nodes and 88234 edges in the social media data which are connected
with each other and shown in FIGURE 2.
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Figure 2: Snapshot of Network with 4039 Nodes and 88234 Edges

4.2 Community Detection Using Random Walk (Finding Influential Nodes)

Community detection in social networks plays a critical role in identifying groups of closely con-
nected nodes. In this study, we employ the random walk model to detect communities within
social media data converted into a graph structure [24].

The steps of the random walk-based community detection method are as follows:

11
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Initialize Walkers: Multiple random walkers are deployed on different nodes, selected based on
high degree centrality.

Transition Probability Calculation: The probability of a walker moving from node i to node j is
given by equation no. 1:

Wii
Pjj : (1)

 Tken() Wik

Equation No. 1 (Calculation of Probability of Walker from node i to j)
where w;; represents the edge weight between nodes i and j, and N(i) denotes the neighbours of i.

Community Assignment: The walker remains within a community for a longer duration due to
dense intra-community connections. Community structures are inferred by tracking walker visits
over multiple iterations [24].

The node with highest influence score is selected as influential node by random walk algorithm.
The process iterated four times and four nodes are selected as influential nodes. Four iterations
were performed to obtain multiple candidate influential nodes from different community traversal
paths generated by the Random Walk process. This approach reduces the possibility of selecting a
node solely based on a single traversal outcome and provides a broader set of candidate nodes for
multicriteria evaluation using Fuzzy AHP.

Most influential node out of four nodes is selected using fuzzy AHP. FAHP provides an effective
multicriteria decision-making mechanism for evaluating multiple candidate nodes simultaneously
and identifying the most influential node based on several network characteristics. In this study
degree centrality, betweenness centrality, and mean distance parameters are considered to finalize
most influential nodes out of four influential nodes. Values of these parameters are calculated by
below given equations.

Degree Centrality: Nodes with a high degree have a greater number of direct connections [19].
The degree of a node is calculated using equation no. 2.

_ deg(i)

Cp(i) = V] 2)

Equation No. 2 (Calculation of Degree for each node)

Betweenness Centrality: Measures the extent to which a node lies on the shortest paths between
other nodes, influencing information flow. Equation No. 3 is used to calculate betweenness cen-

trality [19]. .
Catiy = 5 2l G)

o
s#izgt St

Equation No. 3 (Calculation of Betweenness for each node)

where o, is the total number of shortest paths from node s to t, and o, (i) is the number of those
paths passing through node i.

12
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Mean Distance: The average shortest path length from a node to all other nodes, indicating network
accessibility [23]. Mean distance is calculated using equation no. 4.

N .
d(i) = M—_ljezvd(x,ﬂ (4)

Equation No. 4 (Calculation of Mean Distance for each node)

Random walk produced the result as influential node ID and also the values of parameter associated
with it. Influential node with Node ID: 91, 66, 62 and 5 are the output of random walk implemen-
tation in python language as shown in FIGURE 3.

N network1 Version control ® main
s < : @ mainpy A _init_py N
v @nd for n in range(4): 7¥9 ~ v
8o > oy 28 walk_results = {node: random_walk(G, node, steps=50) for node in G.nodes}
a influence_score = {}

> OhExt forninrange(4)
Run main
@

Iteration 2 Result

Influential Node 2: 66

Degree Cardinality of Node 2: 08.11
Betweenness Cardinality of Node 2: 0.07

dJl

=“ Mean Distance of Node 2: 4.09
> @ r1teration 3 Result
fi7  Influential Node 3: 62
@ Degree Cardinality of Node 3: 0.09
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~ Mean Distance of Node 3: 4.41
® Iteration 4 Result
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Figure 3: Most influential node with node ID 91, 66, 62, 5

Nodes with all parameter’s values are passed to fuzzy AHP for calculating one of the most influential
nodes.

4.3 Fuzzy AHP-Based Influential Node Ranking

The Analytic Hierarchy Process (AHP) is an effective Multi-Criteria Decision-Making (MCDM)
technique, and its extension, Fuzzy AHP, integrates fuzzy logic to handle uncertainty and impreci-
sion in decision-making [18, 22]. This paper applies Fuzzy AHP to determine the most influential
node among four given nodes with node ID 91, 66, 62, and 5.

The four nodes are under consideration and their respective parameter values are shown in TABLE 2:

Steps followed by Fuzzy AHP:
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Table 2: Values of parameters of the selected nodes

Node ID Degree Centrality Betweenness Centrality Mean Distance

91 0.12 0.19 4.26
66 0.11 0.07 4.09
62 0.09 0.08 4.41
5 0.13 0.10 4.40

1. Construct the Pairwise Comparison Matrix for Parameters:
Assign relative importance using Triangular Fuzzy Numbers (TFNs) [31].

Define linguistic values such as “moderate importance” or strong importance.”

2. Normalization of the Decision Matrix:

Normalize parameter values using the formula mentioned below for each parameter across all
nodes. Normalized value of the j-th parameter for the i-th node is calculated using equation

no. 5.
X

2 X
Equation No. 5 (Calculation of Normalized value — parameter to node)

normalized __
X; ] =

)

Where Xij stands for the value of j-th parameter for the i-th node, >, X j Stands for the sum-
mation of all values of the j-th parameter within all nodes.
3. Compute Fuzzy Weights for Parameters:
Solve the eigenvector problem using the geometric mean method [31]. Compute the weight
of each parameter. The parameters considered for evaluating nodes are:
» Degree Centrality (higher is better)
* Betweenness Centrality (higher is better)

* Mean Distance (lower is better)

4. Compute the Fuzzy Weighted Sum for Each Node:

Calculate scores using below mentioned formula, where Si is the final score for node i, Wj is
the fuzzy weight of parameter j, and Xij is the normalized value and equation no 6 is used to
calculated the fuzzy weighted score.

Si = ijl Wi Xij (6)
Equation No. 6 (Calculation of fuzzy weighted score for each node for each parameter)

5. Defuzzification and Ranking:
Convert fuzzy values into crisp scores [31].

Rank nodes based on scores.

6. Computation and Results:
As result Fuzzy AHP creates the score for each node displayed in TABLE 3:
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Table 3: Score of each node

Node ID Score

91 0.958
66 0.827
62 0.726
5 0.663

According to the results, Node 91 got the highest FAHP score (0.958) in comparison with nodes 66,
62 and 5. Node 91°s highest score represents the balanced performance across all three considered
parameters Degree centrality, Betweenness centrality and mean distance. The results indicate that
Node 91 achieved the highest FAHP score (0.958), followed by Nodes 66, 62, and 5. The highest
ranking of Node 91 can be achieved due to its balanced performance in accordance with Degree
Centrality, Betweenness Centrality, and Mean Distance. This finding represents that the proposed
multicriteria framework is capable of identifying influential nodes more effectively than approaches
based on a single network parameter. The results further validate the effectiveness of integrating
Random Walk-based community detection with FAHP-based node ranking.

The result obtained in experimental evaluation shows that the node with strong connectivity, high
control on information flow and feasible mean distance for cybercrime obtained the highest influ-
ential score. Also, it shows that Node 91 have all the favourable conditions in terms of degree
centrality, betweenness centrality and mean distance. Due to the balanced values of considered
parameters Node 91 is identified as most influential node.

5. RESULT & DISCUSSION

The highest score corresponds to Node 91, making it the most influential node in the network
according to the proposed multifaceted model to identify most prominent node for cybercrime in
social media network using random walk and fuzzy AHP. This study demonstrates the effectiveness
of Fuzzy AHP in evaluating most influential nodes in social networks. The analysis indicates that
Node 91 achieved the highest score due to its balanced performance across Degree Centrality,
Betweenness Centrality, and Mean Distance.

Now considering only one parameter at a time e.g. Degree centrality, Node with ID 5 is the
most influential node, similarly Node with ID 91 is most suitable node if betweenness centrality
is considered while Node with ID 62 is most influential if mean distance is considered. The results
obtained using single-criterion and multicriteria approaches are compared in TABLE 4.

5.1 Discussion of Results

The importance of considering multiple characteristics simultaneously in identification of influen-
tial node in social network is shown in TABLE 4. Considering only Degree Centrality criterion
identified Node 5 as the most influential node because it possesses the highest number of direct
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Table 4: Comparison of Selection of Most Influential Node - Single Parameter vs Multiple
Parameter using Fuzzy AHP)

Degree  Betweenness  Mean Fuzzy
Node ID Centrality  Centrality = Distance AHP Score
91 0.12 0.19 4.26 0.958
66 0.11 0.07 4.09 0.827
62 0.09 0.08 4.41 0.726
5 0.13 0.10 4.40 0.663
Most Influential Node (Node ID) 5 91 62 91

connections within the network. This result shows that Degree Centrality alone does not con-
centrate the importance of a node in controlling information flow among different communities.
Betweenness Centrality identified Node 91 as the most influential node because it lies on a larger
number of shortest paths between other nodes. This indicates that Node 91 plays a significant role in
connecting different parts of the network and facilitating information flow. Mean Distance analysis
identified a different node because it focuses on the average shortest path between nodes. Mean
distance parameter reflects accessibility and reachability; it does not fully represent the structural
influence of a node within the network.

The different outcomes produced by individual parameters shows the limitations of depending on a
single metric for influential node identification. Each parameter captures a different characteristic
of node and different candidate nodes being selected.

5.2 Validation of the Proposed Framework

Proposed framework successfully represents the integrated framework of Random Walk for com-
munity detection and Fuzzy AHP for ranking influential node. According to the Fuzzy AHP ranking
method used by Random Walk, 4 of the identified nodes were found to be significant. The node
that scored highest was node 91 with a Fuzzy AHP score of 0.958. This was due in part to node
91’s overall balanced performance between Degree Centrality, Betweenness Centrality and Mean
Distance. Very strong connectivity but low bridging influence for node 5; while node 91 had very
high connectivity and controlled communication paths as a bridge; therefore, through multicriteria
evaluation, each node’s influence was assessed more completely than by using just a single network
parameter. The findings from this study demonstrate that the proposed framework for identifying
potential key players in social media networks that are oriented toward cybercrime is effective.

5.3 Comparison with Existing Approaches

The application of prior techniques to determine the major nodes in social networks has typically
utilized a single variable (e.g. Degree Centrality, Betweenness Centrality, or Closeness Central-
ity). These techniques will generally generate satisfactory modelling outputs; however, occasional
modelling biases occur because variables not considered are additionally important in influencing
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the overall output. Community analysis has demonstrated considerable positive outcomes with
machine learning and graph neural network-based methodologies; however, they have substantial
requirements for either extensive training of the data set and/or significant computational resources
or both.

To overcome these hurdles, the proposed mechanism integrates random walk-based community
detection methodology with fuzzy analytical hierarchy process (AHP)-based multicriteria determi-
nation methods. This combination provides multiple angles of interpretation on how to define major
nodes, while delivering transparency and interpretability. As demonstrated previously, the proposed
mechanism can produce sufficient results in order to effectively identify the major node, while not
requiring extensive computational training or complexity.

6. CONCLUSION

We propose a framework with three interlocking layers that will resolve the issue concerning social
media networks based in cybercrime by using Random Walk-based community detection and the
Fuzzy Analytic Hierarchy Process (FAHP). The service gathered social media data from a web
repository and built a graph using Degree Centrality, Betweenness Centrality, and Mean Distance
analyses, along with some algorithms. The Random Walk algorithm was used for identifying
influential nodes in a community, and Fuzzy AHP provided a multi-criteria analysis for node rank-
ing so as to extract the most influential nodes. The proposed framework combines community
detection and node ranking into a single decision-making process, thus providing an interpretable
and computationally efficient technique to spot influential nodes.

Experimental results represents that the proposed framework successfully identified the most influ-
ential node within the analysed social network. The multicriteria evaluation process showed that
Node 91 achieved the highest influence score due to the specific values of parameters. The findings
further shown that relying on a single network parameter may lead to different node selections,
whereas the proposed Random Walk and Fuzzy AHP framework provides a more effective and
reliable mechanism for influential node identification. The proposed methodology can support
cybersecurity analysts and investigators in identifying key actors within complex social media
communities.

7. FUTURE WORK

Proposed model presents a good ground for identification of most influential node for cybercrime
in social media, still there are a number of possibilities for future research are:

1. Other Network Parameters to be considered (e.g. distance between nodes, which measures
centrality to better quantify influence).

2. Scalability for Large-Scale Networks (Improvement in working of basic algorithms or use
more scalable techniques for large networks containing millions of nodes).
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3. Dynamic Network Analyses (A method that can deal with real time dynamic social media
data).
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